
Privacy Policy 
This Privacy Policy explains how Duronis d.o.o Belgrade ("Duronis," "we," "us," or "our"), 
the company operating AntiScam Monitor (the "Platform"), available at 
https://antiscamonitor.com/ and app.antiscamonitor.com (together, the "Service"), collects, 
uses, and protects your information. 

By using the Service, you agree to the collection and use of information in accordance with 
this Privacy Policy. 

 

1. Who We Are 
AntiScam Monitor is operated by Duronis d.o.o Belgrade, a company registered in the 
Republic of Serbia. For any privacy-related questions, you can contact us using the details in 
Section 12 below. 

 

2. Information We Collect 

2.1 Information you provide directly 

●​ Account information: username, email address, and a securely hashed password 
when you register. 

●​ Payment information: if you subscribe to the Pro Plan ($99/year), payment is made 
directly to us in cryptocurrency. We do not accept credit/debit card payments or bank 
transfers, and we do not collect or store any card or bank account details. To process 
your payment, we collect the wallet address you pay from and the associated 
transaction hash, which are used to verify and confirm your subscription.  

●​ Project submissions: if you register or claim a project listing on behalf of a token 
team, we collect the information you voluntarily submit, which may include allocation 
breakdowns, wallet addresses, vesting and locking details, team identity information, 
and related documentation. 

●​ Support and bug reports: information you submit through our "Report an Issue" 
feature, including your description, any attached screenshots, and device/app version 
details. 

●​ Communications: if you contact us directly (e.g., by email or through X/Twitter), we 
retain that correspondence. 

2.2 Information collected automatically 

https://antiscamonitor.com/
https://antiscamonitor.com/
https://app.antiscamonitor.com/


●​ Usage data: pages and screens viewed, features used, tokens searched or 
watchlisted, and timestamps. 

●​ Device and log data: IP address, browser type, operating system, and app version, 
collected automatically for security and diagnostic purposes. 

●​ Cookies and similar technologies: used to keep you signed in, remember 
preferences, and understand how the Service is used (see Section 6). 

2.3 Publicly available blockchain data 

We also process publicly available on-chain data (e.g., contract addresses, token holder 
distributions, transaction activity) to generate Trust Scores and related metrics. This data is 
not personal data about you as a user, it relates to blockchain addresses and tokens, not 
identified individuals, unless you voluntarily associate your identity with a wallet address 
through a project submission. 

 

3. How We Use Your Information 
We use the information we collect to: 

●​ Create and manage your account; 
●​ Provide and improve the Service, including the Free Plan and Pro Plan; 
●​ Generate and display Trust Scores, Monitor Grades, Risk Levels, and related 

analytics; 
●​ Process payments and manage subscriptions; 
●​ Respond to support requests and bug reports; 
●​ Review and verify project submissions from token teams; 
●​ Send you service-related communications (e.g., alerts you've opted into, such as 

unlock events, whale movement, or score changes); 
●​ Detect, investigate, and prevent fraud, abuse, or security incidents; 
●​ Comply with applicable legal obligations. 

We do not sell your personal information to third parties. 

 

4. Legal Basis for Processing (EEA/UK Users) 
If you are located in the European Economic Area or the United Kingdom, we process your 
personal data on the following legal bases: performance of a contract (to provide the Service 
you signed up for), your consent (e.g., for optional alerts or marketing communications), our 
legitimate interests (e.g., improving and securing the Service), and compliance with legal 
obligations. 

 
 



 

5. How We Share Information 
We may share information with: 

●​ Service providers who help us operate the Platform, such as hosting providers, 
payment processors, and analytics providers, under appropriate confidentiality and 
data protection obligations; 

●​ Project teams, only in relation to information you voluntarily submit about a project 
you represent, which may be displayed publicly on the Platform (e.g., allocation and 
vesting details you choose to disclose); 

●​ Legal and regulatory authorities, if required by law, regulation, or legal process, or 
to protect the rights, property, or safety of Duronis, our users, or the public; 

●​ Business transfers, if Duronis is involved in a merger, acquisition, or sale of assets, 
in which case your information may be transferred as part of that transaction. 

 

6. Cookies 
We use cookies and similar technologies to keep you logged in, remember your preferences, 
and understand usage patterns on the Service. You can control cookies through your 
browser settings; disabling certain cookies may affect the functionality of the Service. 

 

7. Data Retention 
We retain your personal information for as long as your account is active or as needed to 
provide the Service, comply with legal obligations, resolve disputes, and enforce our 
agreements. You may request deletion of your account and associated personal data at any 
time, subject to Section 8. 

 

8. Your Rights 
Depending on your location, you may have the right to: 

●​ Access the personal data we hold about you; 
●​ Request correction of inaccurate data; 
●​ Request deletion of your data; 
●​ Object to or restrict certain processing; 
●​ Request a copy of your data in a portable format; 
●​ Withdraw consent at any time, where processing is based on consent. 



To exercise these rights, contact us using the details in Section 12. We may need to verify 
your identity before fulfilling certain requests. 

 

9. Data Security 
We implement reasonable technical and organizational measures designed to protect your 
information from unauthorized access, loss, or misuse. However, no method of transmission 
or storage is completely secure, and we cannot guarantee absolute security. 

 

10. Children's Privacy 
The Service is not directed to individuals under the age of 18. We do not knowingly collect 
personal information from minors. If you believe a minor has provided us with personal 
information, please contact us so we can remove it. 

 

11. International Data Transfers 
Your information may be processed and stored in countries other than your own, including 
Serbia and countries where our service providers operate. Where required, we take steps to 
ensure such transfers are subject to appropriate safeguards. 

 

12. Contact Us 
If you have questions about this Privacy Policy, please contact: 

support@antiscamonitor.com 

 

13. Changes to This Policy 
We may update this Privacy Policy from time to time. Continued use of the Service after 
changes take effect constitutes acceptance of the updated policy. 
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