
Terms of Service 

These Terms of Service ("Terms") govern your access to and use of AntiScam Monitor, 

available at https://antiscamonitor.com/ and app.antiscamonitor.com (together, the 

"Service"), operated by Duronis d.o.o Belgrade ("Duronis," "we," "us," or "our"), a company 

registered in the Republic of Serbia. 

By creating an account or otherwise using the Service, you agree to be bound by these 

Terms. If you do not agree, please do not use the Service. 

 

1. What AntiScam Monitor Does 

AntiScam Monitor is an informational platform that helps users evaluate crypto tokens by 

analyzing publicly available blockchain ("on-chain") data and, where voluntarily provided, 

information submitted by project teams. The Service generates: 

● A Trust Score (0–100) across 9 categories (smart contract security, tokenomics, 

vesting, wallet analysis, on-chain behavior, market, team & transparency, 

governance, and community); 

● A Monitor Grade (0–10), reflecting the health of 10 continuously tracked on-chain 

metrics; 

● Risk Flags and a Risk Level, indicating detected red flags such as honeypots or 

hidden owner functions; 

● A Price Impact Calculator, which simulates hypothetical price scenarios based on 

user-provided or displayed parameters. 

All scores, flags, and metrics are generated automatically based on a defined, published 

methodology. They do not represent Company personal opinion, endorsement, or 

condemnation of any project, token, or team. See our separate Disclaimer for more 

detail. 

 

2. Eligibility 

You must be at least 18 years old, or the age of legal majority in your jurisdiction, to create 

an account and use the Service. By using the Service, you represent that you meet this 

requirement. 

 
 

https://antiscamonitor.com/
https://antiscamonitor.com/
https://app.antiscamonitor.com/
https://app.antiscamonitor.com/


3. Accounts 

● You must provide accurate and complete information when registering. 

● You are responsible for maintaining the confidentiality of your login credentials and 

for all activity that occurs under your account. 

● You must notify us promptly if you become aware of any unauthorized use of your 

account. 

● We reserve the right to suspend or terminate accounts that violate these Terms. 

 

4. Free Plan and Pro Plan 

● The Free Plan is available at no cost upon registration with a valid email address and 

remains free for personal use. 

● The Pro Plan is available for $99 per year, unlocking additional features as 

described on the Platform at the time of purchase. 

● Subscription fees are billed in advance on a recurring annual basis unless cancelled 

prior to renewal. 

● You may cancel your Pro Plan subscription at any time; cancellation will take effect at 

the end of the current billing period, and no partial refunds will be issued for unused 

time unless required by applicable law. 

● We reserve the right to change subscription pricing, with reasonable advance notice 

to existing subscribers before the change takes effect. 

 

5. Project Submissions and Claimed Listings 

Token teams may register to "claim" a project listing and submit additional information such 

as allocation breakdowns, wallet addresses, and vesting/locking details. 

● By submitting this information, you represent that you are authorized to act on behalf 

of the project and that the information provided is accurate to the best of your 

knowledge. 

● We may review, verify, edit, reject, or remove submitted information at our discretion, 

and may display an indicator distinguishing "Team Verified" listings from "Platform 

Created" listings that have not been claimed or confirmed by a project team. 

● Submitting false or misleading information may result in removal of the listing, loss of 

verification status and badges, and/or suspension of the associated account. 

● Badges, certificates, and embeddable widgets made available to verified projects are 

provided "as is" and may be modified, suspended, or discontinued at our discretion. 

 
 



6. Acceptable Use 

You agree not to: 

● Use the Service for any unlawful purpose or in violation of these Terms; 

● Attempt to manipulate, falsify, or artificially influence any score, flag, metric, or 

submission on the Platform; 

● Scrape, harvest, or extract data from the Service using automated means without our 

prior written consent; 

● Interfere with or disrupt the integrity or performance of the Service; 

● Attempt to gain unauthorized access to the Service, other accounts, or related 

systems; 

● Impersonate any person or entity, or misrepresent your affiliation with a project. 

We reserve the right to suspend or terminate access for any user who violates this section. 

 

7. Intellectual Property 

The Service, including its design, methodology, software, text, graphics, and other content 

(excluding user-submitted content and third-party/blockchain data), is owned by or licensed 

to Duronis and is protected by applicable intellectual property laws. You may not copy, 

modify, distribute, or create derivative works from the Service without our prior written 

permission, except as expressly permitted (e.g., use of provided embeddable widgets by 

verified project teams). 

 

8. No Investment Advice 

The Service is provided for informational purposes only and does not constitute financial, 

investment, legal, or tax advice. Nothing on the Platform should be construed as a 

recommendation to buy, sell, or hold any token or asset. You are solely responsible for your 

own investment decisions. Please refer to our Disclaimer for further detail. 

 

9. Third-Party Content and Links 

The Service may reference or link to third-party websites, data sources, or services that we 

do not control. We are not responsible for the accuracy, content, or practices of any third-

party resource, and inclusion of such references does not imply endorsement. 

 



10. Disclaimer of Warranties 

THE SERVICE IS PROVIDED "AS IS" AND "AS AVAILABLE," WITHOUT WARRANTIES 

OF ANY KIND, WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO 

WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-

INFRINGEMENT, OR ACCURACY. WE DO NOT WARRANT THAT THE SERVICE WILL 

BE UNINTERRUPTED, ERROR-FREE, OR THAT ANY SCORE, FLAG, OR METRIC WILL 

BE ACCURATE, COMPLETE, OR CURRENT AT ALL TIMES. 

 

11. Limitation of Liability 

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, DURONIS D.O.O 

BELGRADE AND ITS OFFICERS, EMPLOYEES, AND AFFILIATES SHALL NOT BE 

LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL, OR PUNITIVE 

DAMAGES, OR ANY LOSS OF PROFITS, DATA, OR FUNDS, ARISING OUT OF OR 

RELATED TO YOUR USE OF THE SERVICE OR RELIANCE ON ANY SCORE, FLAG, 

METRIC, OR INFORMATION DISPLAYED ON THE PLATFORM, EVEN IF ADVISED OF 

THE POSSIBILITY OF SUCH DAMAGES. OUR TOTAL LIABILITY FOR ANY CLAIM 

ARISING FROM THESE TERMS OR THE SERVICE SHALL NOT EXCEED THE AMOUNT 

YOU PAID US, IF ANY, IN THE TWELVE (12) MONTHS PRECEDING THE CLAIM. 

 

12. Indemnification 

You agree to indemnify and hold harmless Duronis d.o.o Belgrade and its officers, 

employees, and affiliates from any claims, damages, losses, or expenses (including 

reasonable legal fees) arising out of your use of the Service, your violation of these Terms, 

or your violation of any rights of a third party. 

 

13. Termination 

We may suspend or terminate your access to the Service at any time, with or without notice, 

for conduct that we believe violates these Terms or is otherwise harmful to other users, us, 

or third parties. You may stop using the Service and close your account at any time. 

 

14. Governing Law and Disputes 



These Terms are governed by the laws of the Republic of Serbia, without regard to conflict-

of-law principles. Any disputes arising from these Terms or the Service shall be subject to 

the exclusive jurisdiction of the competent courts in Belgrade, Serbia, unless otherwise 

required by applicable mandatory consumer protection law in your jurisdiction. 

 

15. Changes to These Terms 

We may update these Terms from time to time. Continued use of the Service after changes 

take effect constitutes acceptance of the updated Terms. 

 

16. Contact Us 

If you have questions about this Terms of Service, please contact: 

support@antiscamonitor.com 
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